JEQl HEALTHCARE

a positive difference, every time

Patient Privacy Notice:
How we use your information
Updated: June 2025

About gtd healthcare

gtd healthcare is a not-for-profit provider of primary care, urgent care and out-of-hours
dental services across areas of Greater Manchester, Lancashire, Merseyside and

Buxton, Derbyshire.

These services enable gtd healthcare to offer 24/7 healthcare with a focus on
supporting patient care in the community, wherever possible. As a result, gtd
healthcare needs to collect, store and use personal data every day, such as medical
records, personnel records and computerised information. This data is used by many

people in the course of their work.

gtd healthcare works with other health and social care providers to deliver a more
joined -up way of meeting the needs of the population. This means that, where
appropriate, we may provide other people looking after you with information about the
care you have received while using our services or ask for information about the care

they provide.
The main benefits are:

« Professionals involved in your care can see information about any care or
treatment we have provided. This will support their decision making and
improve the care you receive.

« This relates to both manual and electronic information — all access is strictly
authorised and only takes place where a professional has a legitimate
relationship to you and the delivery of your care. All access is recorded, so we

know only people who should have access to information are accessing it.
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« You don't have to keep telling different professionals your story each time you

have an appointment.

Where there is a justifiable basis to do so, your information may also be shared with
other organisations such as the police.

We take our duty to protect your personal information and confidentiality very seriously
and we are committed to taking all reasonable measures to ensure the confidentiality
and security of personal data for which we are responsible, whether computerised or

on paper.

Lawful basis for processing

Under UK legislation, primarily the UK General Data Protection Regulation (GDPR)
and Data Protection Act (2018), gtd healthcare utilises and processes your information

on the following bases:
Article 6 (1):

« (c) Legal obligation: the processing is necessary to comply with the law, e.g.
directions under the Health and Social Care Act 2012 or disclosures under
public health legislation.

« (e) Public task: the processing is necessary to perform a task in the public
interest or for our official functions as a provider of healthcare services.

« Some of the information gtd healthcare gathers and retains is considered
personal and sensitive, which under GDPR is classed as special category data.
In addition to health-related information, this may include information about an
individual’s: race, ethnic origin, religion, sexual orientation. This is processed

under:
Article 9 (2):

« (b): processing is necessary for the purpose of carrying out the obligations and
exercising specific rights of the controller or of the data subject in the field of

employment and social security and social protection law.
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« (h): processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee, medical
diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services.

« (j): processing is necessary for archiving purposes in the public interest,
scientific or historical research or statistical purposes.

Where a request for personal confidential data from an insurance company, solicitor or
employer is received, this will be processed under the lawful basis and lawful condition
of explicit consent under both Articles 6(1)(a) and Article 9(1)(a) where, the individual

has given clear consent for us to process their personal data for a specific purpose.

For further information on the lawful basis on processing, please visit the ICO website.

What we record

The team of professionals caring for you will keep records about your treatment, and
the care and services provided to you, both on paper and electronically, including the
recording of telephone contacts with the service. The amount and variety of
information we have about you will be dependent upon which of our services you have
used. For example, our GP practices will hold much more of your information than our

urgent care services.
Information held may include:

« Personal details such as name, address, date-of-birth, ethnicity and religion,
NHS number, next of kin and contact details (telephone/email).

« Contact we have had with you e.g. GP, hospital admissions, outpatients/clinic
appointments and home visits.

« Notes and reports by health and social care professionals about your health.

o Details and records about your treatment and care.

« Results of X-rays, laboratory tests, and any other tests.

« Relevant information about people who care for you and know you well.
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- Basic details about associated people e.g. children, partners, carers and

relatives.

How is the information used?

Information is used for the following purposes:

« To provide you with care/treatment and care plans, both now and in the future,
ensuring that appropriate information is available to all those who treat you
medically and care for you professionally.

« To ensure your care is safe and effective.

« To support you in managing your own care and work with health and social
care professionals to ensure there is no decision made about you without your
involvement.

« Where you have consented, to involve your relatives/representatives in your
care.

« Where you have consented, to contact you directly.

« To train and educate staff e.g. clinical placements. Identifiable information may
be used for this purpose.

« To assess and improve the quality and type of care you receive.

« To support the investigation and management of complaints, incidents or legal

claims.

Who do we share personal information with?

Everyone working within gtd healthcare has a legal duty to keep information about you
confidential. Similarly, anyone who receives information from us has a legal duty to
keep it confidential.

We will only ever share your information if it is in the best interest for your care. In
some cases, we work with other organisations to provide onward care for our patients;
where appropriate, we may share information with them. In addition, we will also share

information with the following specific main partner organisations:
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« Local GP practices;

« Hospitals that are involved in your care;
« Ambulance services;

« NHS 111;

« Community healthcare providers, e.g. district nurses, health visitors, etc.

You may receive care from other people as well as the NHS, for example, social care
services. We may need to share some information about you with them so we can all
work together for your benefit if they have a genuine need for it or we have your
permission. Therefore, we may also share your information, subject to strict

agreement about how it will be used, with:

« social care services;
+ education services;
« local authorities;

« voluntary and private sector providers working with the NHS.

We will not disclose any information that identifies you to anyone outside of those
providing your care without your permission unless there are exceptional

circumstances, such as:

« when there is serious risk of harm to yourself or others;

« the duty to share your information outweighs the obligation of confidentiality;
« the immediate need to protect national security;

« there is a permission granted under div 251 of the NHS Act 2006(1);

« acourt issues an order to release your information;

« where there is another statutory or legal basis for disclosure.

In addition, to support our GP practices' administrative processes we utilise the
services of external providers who assist with document management (Nova) and the
processing of some of the requests for information received (Medi2Data) e.g. data

subject access requests and medical reports.

Different sharing agreements may apply in different areas.
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Greater Manchester:

The Greater Manchester (GM) Care Record

Primary care:

Cardiovascular Disease Prevention Audit

Personal information provided by other sources

To support us in providing you with the best and most appropriate healthcare, we may
collect personal data about you from other sources, including:

« your next of kin or other family member;

« other doctors, clinicians and healthcare professionals;

« hospitals, clinics and other healthcare providers;

« your employer when they provide information;

« translators and interpreters;

« any health professional or organisation who provides information for the
continuity of your care;

« information from a local authority or the police.
GP Connect
We use a service called GP Connect to support your direct care. GP Connect allows
authorised health and social care workers in a variety of care settings to access their
patients' GP records.
At gtd healthcare, we may use GP Connect to:

« view your GP care record and associated documents to ensure that we have

your up-to-date medical information to provide you with the safest and most

appropriate healthcare;
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« send documents to other care settings, e.g. to provide a summary of your
contact with us to your GP or other healthcare provider involved in your care;
« manage appointments, e.g. book an appointment for you with your GP or

emergency department.
Legal basis for sharing this data

For your personal data to be shared or processed, an appropriate legal basis needs to
be in place and recorded. The legal basis for direct care via GP Connect are the same
as the legal basis for the care you would receive from your own GP or another

healthcare provider.

« For processing personal data: Article 6.1 (e) of the UK GDPR: Processing is
necessary for performing a task carried out in the public interest or in exercising
official authority vested in the controller.

« For the processing of special category data (which includes your medical
information): Article 9.2 (h) of the UK GDPR: Processing is necessary for the
purposes of preventive or occupational medicine, for the assessment of the
working capacity of the employee, medical diagnosis, the provision of health or
social care, or treatment or the management of health or social care systems

and services.
Your rights
The legal basis used for your care with GP Connect is the same as those in other
direct care situations, so your legal rights regarding this data under UK GDPR will also
be the same.

Opting-out of GP Connect

If you do not wish your information to be shared using GP Connect, you can opt-out by

contacting your GP practice.
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Further information about GP Connect is available here.

Managing the information

We need to be able to move electronic information from system to system, extracting
data, processing and modifying it for the next system. Occasionally, tests will need to
be made on the data, sometimes with our system suppliers, to check that it has been

transferred correctly. This will only be done under carefully controlled conditions.

All information that we process on individuals is managed in line with the Records

Management Code of Practice for Health and Social Care; GP records are currently
retained until the death of the patient. No records that we hold related to individuals

are processed outside of the United Kingdom.

Artificial intelligence (Al)

What is Al?

Al refers to the development of computer systems capable of performing tasks that
typically require human intelligence. These tasks include reasoning, learning,
problem-solving, perception, and language understanding. In healthcare, Al can
be used to spot early signs of illness and diagnose disease.

Further information on Al and its use in healthcare is available at:

o Artificial Intelligence - NHS Transformation Directorate

¢ NHS England » Artificial intelligence (Al) and machine learning

What Al do we use at gtd healthcare?

Patchs Health

In line with the *NHS national digital access strategy, we have implemented the online

consultation platform, Patchs Health (Patchs), across all our GP practices. This
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incorporates a number of Al-driven features designed to assist patients with access to
their practice, improving patient safety and supporting the practice to manage requests
from patients in a more timely and efficient way. The specific Al components we

currently use to support this include:

« Tools to help us determine the urgency of your request and how best to
manage your request;

« A tool which may be used to direct you to a more appropriate pathway of care,
e.g. self-care, NHS111 or emergency services;

« A tool which uses the information you give to provide further advice or more

condition-related questions.

After completing your online Patchs form via your practice website, your request will
be jointly reviewed by a clinical and administrative member of staff. It is important to

note that Patchs Al assists rather than replaces human decision-making.

As your data is being processed to inform a healthcare professional’s decision about
your care, the UK GDPR condition 9 (2) (h) direct care applies.

In addition, Patchs may share personal data with the University of Manchester for
system development and research purposes. This is anonymised wherever possible
so that you can no longer be identified; in this case data protection laws do not apply.
Where pseudonymised (coded) data is used, the Patchs system supplier has

undertaken to ensure that they will identify a lawful basis for doing so (Paichs Privacy

Notice).

For further information on Patchs, please see the following link: Patchs Health.

‘Digital access — a front door to the NHS
The core elements of digital access (digital front door) are:

« Telephone (advanced cloud-based telephony)
« GP practice website
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« Online consultation tools (e.g. Patchs) to register healthcare questions with
general practice

« Video consultations to conduct Appointments with patients

« NHS App — online access including amending, booking and cancelling
appointments, repeat prescriptions, viewing patients’ records, reviewing test
results and ordering fit notes

« SMS - two-way messaging — viewing and responding to messages

Your rights

Accessing your information

You have the right of access to your own records, and you may authorise by consent,
a third party to seek access on your behalf, for example a solicitor. A person appointed

by a court to manage your affairs may also make an application on your behalf.

Children over 16 and those under 16 who are deemed to have capacity to understand
the significance of disclosing their records, may apply. Parents of such children have

no automatic entitlement to their children's records.

Patients registered with our GP practices can have some limited access to their
records via the web as well as being able to make appointments and order repeat
prescriptions. Please speak to your gtd healthcare GP practice directly to make the

necessary arrangements.

If you require more detailed GP records you should apply directly to the practice,
please click here for contact details. For any of our other services, requests should be

directed to our head office via gitd.governance@nhs.net. gtd healthcare will aim to

provide the information to you within one month of your request; where this is not

possible, we will provide you with an explanation for any delay, omissions or refusals.

Although it is not necessary, you may find one of the forms below useful for applying

for access to your records:
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e Adult - GP practice records

e Child - GP practice records

e« Adult - out-of-hours / urgent care records

e« Child - out-of-hours / urgent care records

Contact details for gtd healthcare's GP practices are available here.

Access may be denied or limited where a healthcare professional deems giving you
the information may cause serious harm to you or others or would disclose details of
third parties to which you are not entitled, and they have not consented to the

disclosure.
Keeping information up-to-date

gtd healthcare has obligations under GDPR to keep information we have generated
about you accurate and up-to-date. If you consider that any part of the information
held in your record is inaccurate, you can apply in writing to have this amended
providing evidence as to the correct details. If we agree that the information is
incorrect, the alteration will be made. If we are not satisfied that the information is
incorrect, a note will be made of the information you consider is inaccurate. You will be

given a copy of either the correction or the note.

If we hold information about you that originated from another organisation that you
consider to be inaccurate, you should contact that organisation directly. You will be

advised of the process to be followed by that organisation.
Right to object

Under GDPR individuals have a general right to object to the processing of their data
in certain circumstances. However, where the data processed by gtd healthcare is
carried out under a lawful basis, this right does not apply. Where data has been
processed based upon your consent, this consent can be withdrawn at any time, e.g.
sharing of your records with your solicitor to which you had previously provided
consent but subsequently withdraw consent.
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Data Protection Impact Assessments

A Data Protection Impact Assessment (DPIA) is a process to help organisations to
identify and minimise the data protection risks. gtd healthcare has DPIAs for any
processing that is likely to result in a high risk to the data security and protections
rights of individuals.

Aside from describing the nature, scope, context and purposes of the processing,

these also detail whether the information being collected:

« Complies with privacy-related legal and regulatory compliance requirements;

« The risks and effects of collecting, maintaining and sharing of personal and
sensitive information;

« The security and processes in place for handling information to alleviate any

potential privacy risks.

DPIAs are available to members of the public upon request via the contact details
below.

Contact

If you have any queries or complaints in relation to any of the information provided

within this privacy notice, please contact:

Data Protection Officer
gtd healthcare

New Century House
Progress Way

Off Windmill Lane
Denton

M34 2GP

o Tel: 0161 337 3465
o« Email: gfd.dataprotection@nhs.net
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Further information

The Information Commissioner is the regulator for privacy and information rights
legislation. For further information, please visit the Information Commissioner's Office
(ICO) website.

Contact details

Information Commissioner's Office
Woycliffe House

Water Lane

Wilmslow

SK9 5AF

Tel: 0303 123 1113

Alternative formats

If you need help to understand the information in this leaflet, require it in another
format (for example Braille), or in another language, please speak to a member of staff

who is currently providing your care.

Cookie usage

Cookies are small text files that are placed on your computer by websites that you
visit. They are widely used in order to make websites work, or work more efficiently, as

well as to provide information to the owners of the site.
Cookies are used minimally on this website for site usage analytics. You may delete
and block all cookies from this site, but some parts of the site may not work as

expected.

To help us to improve the content, format and structure of this website we record and

analyse how visitors use the website. For this purpose, we use Google Analytics.
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This website uses Google Analytics, a web analytics service provided by Google, Inc.
(Google). Google Analytics uses cookies, which are text files placed on your
computer, to help the website analyse how users use the site. The information
generated by the cookie about your use of the website (including your IP address) will
be transmitted to and stored by Google on servers in the United States. Google will
use this information for the purpose of evaluating your use of the website, compiling
reports on website activity for website operators and providing other services relating
to website activity and internet usage. Google may also transfer this information to
third parties where required to do so by law, or where such third parties process the
information on Google's behalf. Google will not associate your IP address with any
other data held by Google. You may refuse the use of cookies by selecting the
appropriate settings on your browser, however, please note that if you do this you may
not be able to use the full functionality of this website. By using this website, you
consent to the processing of data about you by Google in the manner and for the

purposes set out above.

We do not make any attempt to find out the identities of those visiting our website. We
will not associate any data gathered from this site with any personally identifying
information from any source. If we do want to collect personally identifiable information
through our website, we will be up front about this and we will make it clear when we

collect personal information and will explain what we intend to do with it.

For more information on enabling and disabling cookies please visit About cookies.

Necessary cookies

The following cookies are necessary to our site functioning.

Purpose
cookieconsent_status | Persistently records your option regarding 1 year
additional cookies.

gtd HEALTHCARE Page 14 of 16


https://www.aboutcookies.org/

Patients | Looking after our people | Great quality care | Transforming | Community wellbeing

Necessary accessibility cookies

The following necessary cookies allow the functions within our accessibility toolbar to
work optimally.

Cookie Purpose Expiry
accessibility-controls | Records option regarding additional cookies. | End of
browsing
session
saveFontSize Allows the website (CMS) to record if the End of
user’s font size selection. browsing
session
contrast-mode Allows the website (CMS) to record the End of
user’s contrast mode selection. browsing
session
googtrans Allows the language of page content to be End of
changed and records the language selected. | browsing
session

Additional cookies

The following third-party cookies are used for analytical and media purposes.

If you do not accept use of these additional cookies, some third-party media content -

such as YouTube, Vimeo or Google Maps - may not load on this website.

Analytics cookies

To help us improve the content, format and structure of this website we record and

analyse how visitors use the using Google Analytics.

You can read Google’s extensive information on data practices in Google Analytics.

You can opt-out of Google Analytics on our website by denying additional cookies or

by using the Google Analytics Opt-out Browser Add-on.
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Cookie Purpose Expiry
ga Distinguishes user for Google Analytics. 2 years
gid Distinguishes user for Google Analytics. 1 day

_gat Throttles request rate for Google Analytics. | 1 minute
ga_{ID} Persists session state for newer versions of 2 vears
—~ = Google Analytics. y
Persists session state for older versions of :
_gat_gtag_UA_{ID} Google Analytics. 1 minute
Distinguishes user and session for Google
__utma ; 2 years
Analytics.
Determines new session or visit for Google .
__utmb . 30 minutes
Analytics.
Determines new session or visit for Google End of
__utmc . browsing
Analytics. .
session
utmz Stores traffic source for Google Analytics. 6 months

Embed cookies

We may use embeds from YouTube, Google Maps or Vimeo on our site to display
content. That content uses the following third-party cookies. Where possible, we will

use privacy-oriented settings to ensure as few cookies as possible require consent.

These additional cookies that remain, and the content from which they stem, will not

display on the site unless you choose to ‘Accept additional cookies.

Cookie Purpose Expiry
CONSENT YouTube (.youtube- | Google cookie tracking consent with
nocookie.com) analytics and/or ad integration.
CONSENT Google Maps Google cookie tracking consent with
(.google.com) analytics and/or ad integration.
_cf _bm Vimeo (.vimeo.com) | Vimeo ClouldFlare layer which
filters out requests from bots.
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